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Given g-query access to two classical distribu-
tions P and Q via I.1.d. functions, how do

Pri1+ A”] and Pr[l+ A"

compare when given classical or quantum access
to the oracle. Classically, the statistical distance
ylelds

Pr[1 + A”] — Pr[1 + A"]| < gA(P,Q),
and the Rényi divergence yields

Pr1 « A" < (Ra(P||Q)7Pr[1 + AR])%

1 Statistical Distance

O(g*/A(P, Q))
Zhandry [5 O(q°/A(P, Q))
Our Work 891/ 2A(P, Q)

Aligns with quantum query complexity results: for
constant advantage ©(1/dh(P, Q)) queries are
needed [1]. Our result implies constant advan-
tage with Q(1/4/A(P, Q)) queries.

First, view the entire algorithm A with oracle ac-
cess via the compressed oracle formalism.
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Boneh et al. [2]

The operator O%., , performs the oracle query for
each x independently, where F puts the state
Into the correct superposition according to P.

FP=11) ((¢p] — (L) +|Pp) ((L]| = {(¢p])+1,
O%yp = Z x) (X|x ® FEX CNOTyp, ng,
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Then, add 2g null-terms, bound the trace dis-
tance of A’s outputs as 4q||F" — FQHOO, and

|FP — F€|| _ can be bounded as /8A(P, Q).

2 Rényi Divergence

Using the Deutsch-Jozsa (DJ) algorithm we ob-
tain an algorithm such that the following holds.
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Theorem 1. For all distributions P # Q with
Supp(P) C Supp(Q) and any fixed v € (0, 1],
there exists an algorithm A such that

im Pr[1 « A"]/(Pr[1 + A"%])Y = .

Nn— 00
Use DJ without the promise, and construct from
fp or fo a function that 1s balanced In expecta-
tion when based on fp, and unbalanced for fp;
only using 2 queries to fp or fp. Pr[l — Aq
converges to a constant for fp (output of DJ is
“constant” with constant probability), and for 7y
it behaves as ©(27"). The ratio with 7y as the
exponent in the denominator behaves as ©(27").
Therefore, when given quantum access to the
oracle, no purely multiplicative bound I1s possible.

Small-Range Distributions [5]

Proposition 1. Let P, Q be classical distributions
with Supp(P) C Supp(Q) and 6 = Ru.(P||Q),
for a € (1,00]. For any A making at most q
quantum queries Pr [1 — Afp] IS bounded as

(5 (it )+ £0)) 7 40

where £(q) = 7%(2q)>/6 < 14¢°.
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Adaptive Reprogramming [f we only have to
switch from a uniform distribution to () at posi-
tions with high input entropy, then we can use
adaptive reprogramming tools [4, Proposition 2].

Lemma 1. (simplified) Let D be any distin-
guisher, issuing q (quantum) queries to the oracle
and R reprogramming instructions. T hen

Pr1 ¢ D] = Pr[1 - D] | < Re + drep,

a—1

Pr(1 < D°] < (rf - Pr[1 < D%F]) = 46,05
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where o € (1,00],e = AQ,UY)), ra =

Ra(u(y)HQ)v 5repr — %\/Cl * Pmax WItHh pmay be-
Ing the max input probability.

3 Applications
NIST Standard Falcon (FN-DSA) [3]

iQ

SamplePre(td, -)

Sign(td, m) := SamplePre(td, H(m))
Viy(f, m, o) = [[f(0) = H(m)]]

Simulating signatures: f(d) ~ U(R) where
d < D. In Falcon, currently the NIST PQ stan-
dard with the smallest signatures, this switch uses
the Rényi divergence, and not the statistical dis-
tance. Previous QROM proofs with the statisti-
cal distance yield insufficient security levels.

Ring Signatures Our work also contains com-
plementary QROM proofs for ring signatures In
post-quantum proposals of the Signal protocol.
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