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Distinguishing two Classical Distributions

Define i.i.d function fp : X — ) where
fp(x) ~ Pforall x € X.
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Distinguishing two Classical Distributions

Define i.i.d function fp : X — ) where
fp(x) ~ Pforall x € X.

We wanted: Bounds on A using classical properties of P and Q
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Oracle Distribution Switching using Statistical Distance
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Bounds for Classical Queries

M

Statistical distance:
1
AP, Q) =3 > IP(x) - Q(x)|

XeQ

A can query the oracle g times:

Pr[1 A% (x)] — Pr[1 « A% (x)]| < q- A(P, Q)
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Bounds for Quantum Queries

Boneh et al. [BDFT11] | O(q%\/e)
Zhandry [Zha12] 0(q"%/e)
Our Work 8gv/2¢
Belovs [Bel19]' O(gy/e)

> Grover’s algorithm with q queries can produce two states with trace

distance ©(g+/¢).

"They use a different technique; Do not derive explicit bounds; And (honestly) we were not

aware of this work until we finished our derivation

March 12, 2026 DTU Compute
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Quantum Oracle Queries in Compressed Oracle View
L) —

OX YD OX YD

Ofvp =D Ix) (XIx ® Om . with oﬁgx = F5 CNOTyp, FF,
xeXx

FP::|i§<¢P|+W¢P><l!+‘Qo1V‘—|i><l|—|¢P><¢PW

6p) == > VPY)IY)

ye{0,1}n
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Quantum Oracle Queries in Compressed Oracle View

Lo
# i Il terms:
Oxvp Adding 2g nu .
10)xy Bounds the trace dis-
tance of A’s outputs as
’ v - sallF L
0), .

Ofyp = D IX) (xlx ® Oy, with O =Fh CNOTyp, Ff
xexXx

FP = 1) (¢p| + |6p) (L] + /{01}" — L) (L] = |#p) (dp].
6p) = > VPW)IY)

ye{0,1}7
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= Quantum Oracle Queries in Compressed Oracle View B
Lo
O)I?yD Adding 2g null terms:
10) xv Bounds the trace dis-
tance of A’s outputs as
; v - adlF- PRl
0), R 7

OXvp = Z [X) (X]x ® OYD , with  ||FP - F@||_ canbe
XeX . bounded by a se-
quence of somewhat w

FP=|1) (¢pl +I¢p) (L] + lj0.1)7  tedious computations as

o= 3 Vi VEEPD |

ye{o, 13 |
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Rényi Divergence

Rényi divergence (Supp(P) C Supp(Q)):

1

ulPI) = (32, gy PO O) " oree 1,50

Roo(PI|Q) = supxesupp(p) P(X)/ Q(X)
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Rényi Divergence

Rényi divergence (Supp(P) C Supp(Q)):

1

a—1

ulPI) = (32, gy PO O) " oree 1,50

R (Pl Q) = supxesupp(r) P(X)/ Q(X)
Probability preservation property and the data processing inequality:

PrlP € E]a~1 <R.(P||Q)-PrQ € E], and R.(f(P)|f(Q)) < Ra(P| Q).

n Switching and Applications 13
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Rényi Divergence

Rényi divergence (Supp(P) C Supp(Q)):

1

a—1

R.(P||Q) = (ersupp(P)P(X)a . Q(X)1—a> fora € (1,00)
Roo (P Q) = supxesupp(p) P(X)/ Q(X)
Probability preservation property and the data processing inequality:
Pr[P € E]a-7 <R.(P||Q) - Pr[Q € E], and R.(f(P)||f(Q)) < R.(P| Q).
For g independent samples:

Ra(P1Q%) = Ra(PIIQ)7.

n Switching and Applications
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Are such multiplicative bounds even possible?

We use Deutsch-Jozsa to show impossibility:

® FiX yp := arg maxycsupp(P) %.

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 15
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Are such multiplicative bounds even possible?

We use Deutsch-Jozsa to show impossibility:

® FiX yp := arg maxycsupp(P) %.

e Map to 0/1: Post-process outputs to 0 if they are y; and 1 otherwise.
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Are such multiplicative bounds even possible?

We use Deutsch-Jozsa to show impossibility:

® FiX yp := arg maxycsupp(P) %.

e Map to 0/1: Post-process outputs to 0 if they are y; and 1 otherwise.
¢ Rebalance the function in expectation for P = for Q it is not balanced
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Are such multiplicative bounds even possible?

We use Deutsch-Jozsa to show impossibility:

® FiX yp := arg maxycsupp(P) %.

Map to 0/1: Post-process outputs to 0 if they are yy and 1 otherwise.
Rebalance the function in expectation for P = for Q it is not balanced
The fraction’s numerator scales exponentially in n

M

Theorem

For all distributions P # Q on ) with Supp(P) C Supp(Q), there exists an
algorithm A making at most qq quantum queries such that

nIl_)ﬁ;o Pr[1 — Af”}/Pr[1 — Afo} = 00.

> A bound on the ratio of probabilities is impossible.

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 18



=]
—
=

Are such multiplicative bounds even possible?

We use Deutsch-Jozsa to show impossibility:

® FiX yp := arg maxycsupp(P) %.

Map to 0/1: Post-process outputs to 0 if they are yy and 1 otherwise.
Rebalance the function in expectation for P = for Q it is not balanced
The fraction’s numerator scales exponentially in n

M

Theorem

For all distributions P # Q on ) with Supp(P) C Supp(Q), there exists an
algorithm A making at most qq quantum queries such that

nIl_)ﬁ;o Pr[1 — Af”}/Pr[1 — Afo} = 00.

> A bound on the ratio of probabilities is impossible. Circumvention: Use an
additional additive error term.

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 19
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Small-Range Distribution [Zha12]

e Sample r independent values {y;};c[,; according to P.
* These simulate the oracle Og,: Vx € &, Or,(X) <+ {¥i}ie[
e Indistinguishable for .A up to an error term of O(q®/r)

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 20
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Small-Range Distribution [Zha12]

e Sample r independent values {y;};c[,; according to P.
* These simulate the oracle Og,: Vx € &, Or,(X) <+ {¥i}ie[
e Indistinguishable for .A up to an error term of O(q®/r)

Lemma

Let P, Q be classical distributions over ) with Supp(P) C Supp(Q) and
d = R.(P||Q), for o € (1, 00]. For any A making at most q quantum queries

o ] < (s (wep - a5] 1 0(£))) 7 +0( L),
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Small-Range Distribution [Zha12]

e Sample r independent values {y;};c[,; according to P.
* These simulate the oracle Og,: Vx € &, Or,(X) <+ {¥i}ie[
e Indistinguishable for .A up to an error term of O(q®/r)

Lemma

Let P, Q be classical distributions over ) with Supp(P) C Supp(Q) and
d = R.(P||Q), for o € (1, 00]. For any A making at most q quantum queries

o ] < (s (wep - a5] 1 0(£))) 7 +0( L),

> Can circumvent problems, but explicit parameter comparison is needed
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Adaptive Reprogramming [GHHM21]

In essence: “If the input to the oracle has enough min-entropy, then you can
reprogram on-the-fly”.
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March 12, 2026

Adaptive Reprogramming [GHHM21]

In essence: “If the input to the oracle has enough min-entropy, then you can
reprogram on-the-fly”.

Lemma (Adaptive Reporgramming with Distribution Switching)

A distinguisher Dist that queries an oracle R times with underlying
distribution Q over Y or the uniform distribution U()’), behaves similarly
based on the statistical distance and Rényi divergence

‘ Pr[1 “ Distfo} . Pr[1 “ Distfum” < R-A(QUDY)) + Srepr

a—1

Pr|1 ¢« Distt| < (Ra(()| Q)R Pr|1 « Distt] ) = + drepr

where drepr @ term determined by the min-entropy of the input to the queries
and the number of queries.

DTU Compute

Quantum Oracle Distribution Switching and Applications 24
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Our Motiviation

Provable PQ secure Signal

Essentially two viable solutions for deniable authentication:
split-KEMs [CHN*24] and ring signatures [HKKP21, BFG22, HKW25]

Most efficient PQ ring signature proposals are only proven in the ROM

Primary interest: linear-sized ring signatures
(1) Ring Trapdoor Functions and (2) AOS-transform [AOS02]

March 12, 2026
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Example: Whistleblowers

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 27
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Example: Whistleblowers
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Example: Whistleblowers

Deniability and Authenticity

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 29



=]
—
=

M

Ring Signatures

atHa
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Ring Signatures
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Ring Signature Algorithms

Stp(1") — p: define maximal ring size x and public params p
KGen(p) — (pk, sk): generate a pair of public and secret key
Sign(p, sk, 1) — o where p = {pk;};cn): sign on behalf of the ring
Vi(p, u,0) — {0, 1}: verify a signature for a fixed ring




Ring Signatures from Ring Trapdoor Functions
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Trapdoor Functions and PSFs [GPV08]

e fis one-way
e SampePre returns preimages under f

SamplePre(td, -)
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Trapdoor Functions and PSFs [GPV08]

e fis one-way f(-)

e SampePre returns preimages under f

e PSFs: 3 adistribution D on D s.t.
* f(d) =~ U(R)whered« D

® SamplePre(td, r) is indistinguishable SamplePre(td, )

from d «+ D conditioned on f(d) = r
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Trapdoor Functions and PSFs [GPV08]

e fis one-way f(-)

e SampePre returns preimages under f

e PSFs: 3 adistribution D on D s.t.
® f(d)~U(R)whered«+ D

® SamplePre(td, r) is indistinguishable SamplePre(td, )

from d «+ D conditioned on f(d) = r

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 36
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Ring Trapdoor Functions

* Each subset of parties p defines a function f, : D, — R,
e Each party in p has a trapdoor for f,

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 37
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Ring Trapdoor Functions

* Each subset of parties p defines a function f, : D, — R,
e Each party in p has a trapdoor for f,
e We again define PSF-like properties®

2With additional care for key-exposure and malicious public keys

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 38
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Ring Trapdoor Functions for Ring Signatures

Sign(sk, p, m)
1: s« {0,1}*
2: h<«H(p,s,m)
3: o + SamplePre(sk, p, h)
4: return (s,0)

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 39
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Ring Trapdoor Functions for Ring Signatures

History-free proof using [BDF*11]:
e all hash queries: sample in D, and apply f,
® use randomness (deterministically derived
from p, s, m) for domain sampling Sign(sk, p, m)
* only works with statistical distance argument
and does not need salt

1: s« {0,1}}

2: h<«H(p,s,m)

3: o« SamplePre(sk, p, h)
4: return (s,0)

March 12, 2026 DTU Compute uantum Oracle Distribution Switching and Applications 40
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Ring Trapdoor Functions for Ring Signatures

History-free proof using [BDF*11]:
e all hash queries: sample in D, and apply f,
® use randomness (deterministically derived

from p, s, m) for domain sampling Sign(sk, p, m)
e only works with statistical distance argument s« {011
and does not need salt h« H(p, s, m)

Adaptive reprogramming proof:
* only signature queries: sample in D, and
apply f,
e works with statistical distance and Rényi
divergence arguments

o < SamplePre(sk, p, h)
return (s, o)

AW N =

March 12, 2026 DTU Compute uantum Oracle Distribution Switching and Applications 41
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Explicit Construction

We looked at GANDALF [GJK24]
e |attice-based NTRU signature
® requires usage of Rényi divergence arguments

¢ we show that, as an example, GANDALF can be used to instantiate a
ring trapdoor function yielding a QROM proof

March 12, 2026 DTU Compute uantum Oracle Distribution Switching and Applications 42
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Sigma Protocols

Prover(inst, w) Verifier(inst)

(com, state) < P4(inst) com

ch ch+¢C

rsp < Po(state, w, ch) rsp V(inst, com, ch, rsp)

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications aa
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Sigma Protocols
Prover(inst, w) Verifier(inst)
(com, state) < P4(inst) com
ch ch+C
rsp < Po(state, w, ch) rsp V(inst, com, ch, rsp)

e Impersonation, ..., withess recovery, HVZK simulator (with min-entropy)

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications a5



=]
—
=

M

Sigma Protocols
Prover(inst, w) Verifier(inst)
(com, state) < P4(inst) com
ch ch+C
rsp < Po(state, w, ch) rsp V(inst, com, ch, rsp)

e Impersonation, ..., withess recovery, HVZK simulator (with min-entropy)
¢ To make a signature scheme: Fiat-Shamir transform

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications a6
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Sign(sk; = w;, p = {insty, ..., insty}, 1) I @
Co ) i+ 1

1: (com;,state;) + X.P4(inst;) N
2:
3: RN
4 " /; i+2
5:
6: O o
7: S N N
! )
8: ! /
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AOS Transform for Sigma Protocols

Sign(sk; = w;, p = {insty, ..., insty}, 1)

1: (com;,state;) + X.P4(inst;)

2. forj=i+1,...,N1,....i—1
3: ch; « H(j, p,com;_4, u) T
. . |

4: (com, rsp;) < Sim(inst;, ch;) .

5:

6: {/ \} {/ \;

7: N PN N
! i}

8: N /

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications a8



=)
—_
=

M

AOS Transform for Sigma Protocols

Sign(sk; = w;, p = {insty, ..., insty}, 1)

1: (com;,state;) + X.P4(inst;)
forj=i+1,....N,1,...i—1
ch; « H(j, p, coqu,u) -

(com, rsp;) < Sim(inst;, ch;) N

2

3

4

5: ch; < H(i, p,com;_y, 1)
6

7

8

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications a9
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AOS Transform for Sigma Protocols

Sign(sk; = w;, p = {insty, ..., insty}, 1)

—_

(com;, state;) + X.P4(inst;)
forj=i+1,....N,1,...i—1
ch; « H(j,p,coqu,u) -

(com;, rsp;) < Sim(inst;, ch)) )
ch; <= H(i, p,com;_4, p)
rsp; < X.Pz(state, w;, ch;) O 9

o N o a »~ WD
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AOS Transform for Sigma Protocols

Sign(sk; = w;, p = {insty, ..., insty}, 1)

1: (com;,state;) + X.P4(inst;)
forj=i+1,....N,1,...i—1
ch; « H(j, p, coqu,u) -

(com, rsp;) < Sim(inst;, ch;) N

rsp; <+ X.Po(state, w;, ch;) <7 N
o+ ((comy,rspy), ..., (comy,rspy)) N s O

2
3
4
5: ch; < H(i, p,com;_y, 1)
6
7
8: returno o

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 51
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A QROM-Proof for AOS

M

Goal: Reduce ring signature unforgeability to impersonation security

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

M

Goal: Reduce ring signature unforgeability to impersonation security
@ removing all signing queries:

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

M

Goal: Reduce ring signature unforgeability to impersonation security
@ removing all signing queries:
® Adaptive reprogramming in the QROM [GHHM21] and HVZK simulator

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

Goal: Reduce ring signature unforgeability to impersonation security
@ removing all signing queries:

® Adaptive reprogramming in the QROM [GHHM21] and HVZK simulator
* To ensure the correctness of the final forgery: QROM collision resistance
[CFHL21], witness-recovery and CUR

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

Goal: Reduce ring signature unforgeability to impersonation security
@ removing all signing queries:

® Adaptive reprogramming in the QROM [GHHM21] and HVZK simulator
* To ensure the correctness of the final forgery: QROM collision resistance
[CFHL21], witness-recovery and CUR

® reduce to impersonation adversary

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

Goal: Reduce ring signature unforgeability to impersonation security
@ removing all signing queries:

® Adaptive reprogramming in the QROM [GHHM21] and HVZK simulator
* To ensure the correctness of the final forgery: QROM collision resistance
[CFHL21], witness-recovery and CUR

® reduce to impersonation adversary
® problem: the order of commitment and challenge for party i is not fixed. ..

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

Goal: Reduce ring signature unforgeability to impersonation security
@ removing all signing queries:
® Adaptive reprogramming in the QROM [GHHM21] and HVZK simulator
* To ensure the correctness of the final forgery: QROM collision resistance
[CFHL21], witness-recovery and CUR
® reduce to impersonation adversary
® problem: the order of commitment and challenge for party i is not fixed. ..
® general approach: using measure-and-reprogram [DFM20], get an order
of all queries from a forgery®

Smultiplicative loss exponential in ring size
*Additive error term
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A QROM-Proof for AOS

M

Goal: Reduce ring signature unforgeability to impersonation security

@ removing all signing queries:
® Adaptive reprogramming in the QROM [GHHM21] and HVZK simulator
* To ensure the correctness of the final forgery: QROM collision resistance
[CFHL21], witness-recovery and CUR

® reduce to impersonation adversary
® problem: the order of commitment and challenge for party i is not fixed. ..
® general approach: using measure-and-reprogram [DFM20], get an order
of all queries from a forgery®
¢ alternative approach: assume commit-and-open sigma protocols: use
framework [CFHL21] based on Zhandrys compressed oracle slightly
adjusted in [DFMS22] 4

Smultiplicative loss exponential in ring size
*Additive error term

Quantum Oracle Distribution Switching and Applications 59
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Commit-and-Open Protocols for AOS

M

Reduce to witness-recovery instead:

e Commit-and-open protocols

® commitments contain responses
¢ challenge determines which commitments to open with responses

60

Quantum Oracle Distribution Switching and Applications
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Commit-and-Open Protocols for AOS

Reduce to witness-recovery instead:
e Commit-and-open protocols
® commitments contain responses
¢ challenge determines which commitments to open with responses

e interested in a search problem: generate a valid transcript without
possible extractions

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 61
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Commit-and-Open Protocols for AOS

Reduce to witness-recovery instead:
e Commit-and-open protocols
® commitments contain responses
¢ challenge determines which commitments to open with responses
e interested in a search problem: generate a valid transcript without
possible extractions
e compressed-oracle formalism (classical analogue: query lists)
® analyse probability of database satisfying search problem
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Commit-and-Open Protocols for AOS

Reduce to witness-recovery instead:
e Commit-and-open protocols
® commitments contain responses
¢ challenge determines which commitments to open with responses
e interested in a search problem: generate a valid transcript without
possible extractions
e compressed-oracle formalism (classical analogue: query lists)

® analyse probability of database satisfying search problem
® depends on maximal ratio of challenges that can be answered for a fixed
commitment without extraction being possible

March 12, 2026 DTU Compute Quantum Oracle Distribution Switching and Applications 63
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Trapdoor-Based Signatures

¢ The NIST-candidate FALCON falls into this category of signatures.

e Currently its QROM argument relies on the GPV framework [GPV08],
which uses the statistical distance in its argument

® The actual parameters of the construction are computed using the
Rényi divergence

¢ |n short: There is/was effectively no QROM security proof of FALCON.

In this work we did not fully analyze FALCON, but our tools should be
sufficient.

March 12, 2026 DTU Compute
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Summary
Quantum oracles with Rényi divergence
e error term is required: purely multiplicative
bounds impossible
e further applications to FALCON [FHK' 18] ~ "
QROM proof for
e AQOS-transform

e General bound with multiplicative term of g2V
e Commit-and-open additive term

e Preimage sampleable ring trapdoor function

March 12, 2026 DTU Compute uantu cle Distribution Switching and Applications 66


https://eprint.iacr.org/2026/293
https://arxiv.org/abs/2602.16268

=]
—
=

M

Summary
Quantum oracles with Rényi divergence

e error term is required: purely multiplicative
bounds impossible

e further applications to FALCON [FHK* 18] ~ "
QROM proof for

e AOS-transform

e General bound with multiplicative term of g2V
e Commit-and-open additive term

e Preimage sampleable ring trapdoor function

OF30]
eprint: 2026/293 _%":

==
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